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l - Trusted Computing

TCG — Trusted Computing Group altal definialt kovetelmények a
,Bizalomra meltd szamitastechnikaval” szemben

— Sok munkacsoport
— ToObb ezer oldalnyi dokumentacio

TPM — Trusted Platform Module
— HW chip
— Biztonsag-kritikus funkciok megvaldsitasa
* rejtjelkulcsok biztonsagos tarolasa
- digitalis alairas
* rejtjelezett hard diszk
* Virtualizacio
TSS — Trusted Software Stack
— Biztonsagi funkciok megbizhato implementalasa

www.opentc.net 2007. november 28. 2



l " Az OpenTC project

« Ceélkitizések
— Nyilt forraskodu TCG kovetelményeknek megfeleld
TPM tamogatas
— Lényeges biztonsagi funkciok megbizhatdé megvalodsitasa
» Virtualizacio
» Hard diszk rejtjelezés
« Digitalis alairas
« DRM Digital Rights Management
« Konzorciumi 0sszetétel
— Technikon (AT) konzorcium vezetdé KKV
— IBM, HP szamitégépek
— AMD, INFINEON TPM chipek
— SUSE (Novell) Linux tamogatas
— L4, XEN virtualizacio
— SME és akadémiai résztvétel
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:l ~ Projekt adatok

« Futamidd: 2005. november 1 — 2009. arpilis (3 és fél év)

 Reésztvevok: 22 partner

— lpari partnerek: Technikon (AT), Hewlett Packard (UK), IBM Research GmbH
(CH), AMD (DE), Infineon (DE), SUSE LINUX GmbH (DE), Portakal (TR)

— Non-profit szervezetek: Forschungszentrum ITAS (DE), Commissariat a I'Energie
Atomique (FR), ISECOM (ES)

— Egyetemek: University of Technology Graz (AT), Technical University Munich (DE),
Royal Holloway University of London (UK), Politecnico di Torino (IT), Budapest
University of Technology and Economics (HU), Tubitak (TR), Ruhr-University
Bochum (DE), Technische Universitat Dresden DE, University of Cambridge UK,
Technical University of Sofia (BG), Katholieke Universiteit LeuvenKlaus (BE)

« Koltsegvetes:
— 17 MEur 0sszkoltség
— 12 MEur tamogatas
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~ Projekt felépitése

WP05: Security Management

WP06: Applications WP09:

W e Distribution of results
WP5b: | WP5c: : : via SUSE Linux
Trusted [| Security DTMﬁ Austrian
Platform managemen® Management so_u o e_Goy
services [ framework : With signing

MPEG-21 application WP10:

Nt Standardisation,

: WP6e: Dissemination,
Message

Exchange TC based Training

WPO04: Trusted OS kernels for TC Encrypted

File Service
WPad: (MEITC) Transferring Technology
i i and Experience
Linux L4- XEN- . WPéc: WP6F: b
os Kernel Kernel " TP Imple- TP features

mentation for authenti-

ofa cation to
signer computers

WP08:TC for embedded controllers

SWP04a: Basic management interface

WP8d:
Utilization of Open Trusted
Computing on further platforms

WP3a.4:
TSS-Stack

for embedded
controller

WPO03: Basic Interface =8

Native

Security

Inter- -PKCS#11 WP8b:
Trusted
OS for
embedded
controllers

EAcE -IPSEC
-OpenSC

g il { U

WP8a.3:

TPM Firmware
for embedded
controller

WPO03a: Virtualization

layer and interfacing

cPU CPU Module [ Mobile Phone Embedded Controller

{ Intel Security H AMD Security ‘ [Trusted Platform }
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*| l " WP7 - Validaci6 és verifikacio (V&V)

[ weo2 ] Célkitiizés:

Requirements definition and Specification

wro? nequimml lww:; dependendies A projekt keretén belul

deliverables and
documernts, dates of

objestives rvery elkészult szoftverek

WPO7 forraskod és tesztelés alapu
SWPOYc: Applied

Trust Verification verifikacioja es validacioja

and Integrity

Methodology Standards

Reports,
SWP07a: Manual Publications WP10
) ; . o Dissemination&:
and automated SWPO/h:Linux Sk .
security testing, =] R package verification Standardisation B M E sze re pe .
risk analysis

SWP7a: manualis és
SWPO7d: Towards . ’, . ’ .
CCEALS automatizalt biztonsagi
tesztelés, kockazatelemzés

Detailed target: Hpdates of the target,
during it's

Architecture, W04 dewdoprnent process,

Specification, Design, Trusted OS5 esp. Security

Code and Documentation functionalities
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| l Biztonsagi tesztelés eddigi eredményei

« SWP7a biztonsagi tesztelési feladatai

— Az OpenTC projekt keretében elkészult modulok folyamatos
manualis és automatizalt biztonsagi tesztelése

— A tesztelés céljait a WP7 vezetése a fejlesztékkel és a technikai
vezetOkkel kozosen hatarozza meg

— Az elsé6 tesztelési célpont az Infineon TSS-e volt

« Automatizalt teszteles a Flinder segitségevel
(www.flinder.hu)

— Biztonsagi és robosztussag teszteles fuzzing
modszerrel

— black-box és white-box tesztelés
— Linux tamogatas kifejlesztése

w Flincer
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:l ~ Tesztelés, javitas folyamata

;Rewew (IFX, CEA, technical Ieader)—l

Selected fall ETZrlgitt'gL / | Test ?élev;l)é)ration (BME) Test Plan
valuati L—"
2006 J% _— | Delivered and
Final Test Plan (BME : c
‘ reviewed in
December '06 and (IFX) ——— __January 07
January ‘07 5 TeSt(gﬁé‘;t'o" (BME) Report
N

Updated
Target of
Evaluation

Delivered April

l

/[7 Bugfixing (IFX)

February and 2, 2007

March ‘07

f April ‘07

technical leader)

(BME)
(IFX) Regression testing
’ (BME)
l June ‘07 (BME)
Public Test

L |

Report
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M l [ Teszt eredmények

* 135.237 végrehaijtott teszt eset

— 38.106 black-box mod (33 funkciot vizsgalva)
« 249 teszt eset megbukott (0.7%), 4 érintett funkcid (12%)
« 37.857 sikeres teszt eredmeény

— 97.131 white-box madd (54 funkciot vizsgalva)
» 154 teszt eset megbukott (0.2%), 3 érintett funkcio (6%)
* 96.977 sikeres teszt eredmeény

« 8 kihasznalhat6 gyengeség 7 fuggvenyben
— 6 potencialis integer kezelési hiba
« aritmetikai tulcsurdulas, rossz cast-olas

— 2 Puffer tulcsordulas (buffer overflow)
* igazoltan kihasznalhaté memcpy ()hiba!
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Canceled
Not Implemented 6% Results of

34%
Problem detected ¢+ 4%

black-box testing

Successfully compieted
31%

No SOA; r;’essages Not completed

4%

Canceled
6%

~ Problem detected #*
3%

Results of

Not implemented

white-box testing %%

Not completed

3% Successfully completed

95%

www.opentc.net 2007. november 28. 10



Sikeresen lefuttatott teszt esetek

Problem detected #*
12%

Results of

black-box testing

Successfully completed
88%

Problem detected 6*
6%

Results of

white-box testing

Successfully completed
94%
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g

* | Statisztikak
Indicates the Demonstrates ratio of weak Shows
efficiency of the implementations among the efficiency of
plan API functions Flinder

A

Number of TSS functions Ratio of 'Egsted functions /Number of executed tests
Black-box White-hox Black-box White-box Black-box White-box
Problem detected 6 4 4.3% 3 3.2% 4 121% 3 5.6% 249 0.7% 154 0.2%
Successfully passed 291 30.9%| 51| 54.3%] 29| 87.9%| 51| 94.4%|] 37857 99.3%| 96977| 99.8%
Not completed 4 4.3% 3 3.2%
% No SOAP messages 201 21.3%] n/a n/a
é Not implemented 31| 33.0%| 31| 33.0%
Canceled 6 6.4% 6 6.4%
Total 94 94 33 54 38106 97131
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Kérdések?

Hornak Zoltan
Budapesti MUszaki és Gazdasagtudomanyi Egyetem
Méréstechnika és Informacidés Rendszerek Tanszék
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* l - Open_TC EC Contract No: IST-027635

The Open-TC project is co-financed by the EC.

If you need further information, please visit our website
www.opentc.eu or contact the coordinator:

Technikon Forschungs- und Planungsgesellschaft mbH
Richard-Wagner-Strasse 7, 9500 Villach, AUSTRIA
Tel. +43 4242 23355 -0

Fax. +43 4242 23355 - 77

Email coordination@opentc.eu

The information in this document is provided “as is”, and no guarantee or warranty is
given that the information is fit for any particular purpose. The user thereof uses
the information at its sole risk and liability.
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