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Security of computer systems

" |sitimportant?

= |sitimportant
for everyone?

= Whenis it
important?

Altalanos kezdés:

e Nyilvanvald, hogy banki, Gizleti szféraban fontos a biztonsag, de mashol?

e Otthoni gépen? Személyes adatok megszerezhet6ek stb. vissza lehet élni vele ->
igen tényleg fontos.

» Bedgyazott, zart rendszerekben minek foglalkozni vele?! —itt jon a zombis kép

(appended
picture) ..........

tekinthetGek teljesen ,,zartnak”, ugyis megprobalnak majd belepiszkalni. Erre
veszélyesebb példa a lengyel srac esete, aki a Lodz-i villamossin valtokhoz (tram rail
switch in Lodz) készitett taviranyitot és kisiklatott néhany villamost (trams were
derailed). Biztonsagosnak tekinthetd-e egy ttizfallal védett bels6é halozat? Milyen
buktatdi lehetnek?

» Egy képszerkesztGben, médialejatszo vagy dokumentum nézé alkalmazasban
fontos-e a biztonsag? Meglep6 maédon igen, mert ellenkez6 esetben a felhasznalo
altal elvarttdl eltéré viselkedés kényszerithetd ki belGle, egy szandékosan hibasan
formazott bementtel.



When is security important?

= In every phase of
software development

= [f the system was not
designed for security, it is
really hard to make it

secure. implementatio
n

= Security is determined by
the weakest link.

operation




What is security?

= C.ILA”: three related concepts

= Goal:

Integrity
o guarantee that the systems

behaves always as expected

* One technology is usually ’ \
Confidentiality £ 3 Availability

not enough

(Fontos altalanos megjegyzés: most a security vilag szemszogébdl tekintjik at, a
dependability-s vildg mas elnevezéseket és csoportositast hasznal)

*Bizalmassdg: titoktartds harmadik féllel szemben, el6sz6r mindenkinek ez jut eszébe
a szamitdgépes biztonsdgrol

eSértetlenség: legaldbb olyan fontos, hogy az lizenetek feladdja tényleg az legyen, aki
a feladd mezében szerepel, illetve a kapott lizenet tartalma pontosan az legyen, amit
az (igazi) feladd kiildeni akart. (Hitelesség, Authenticity). Néha kiilén kiemelik a
letagadhatatlansdgot (Non-deniability), vagy kifejezetten a letagadhatdsdgot.
Tovabbad a rendszer elemei is megmaradnak olyannak, amilyennek elvarjuk,
rongdldstdl, illetéktelen modositdstol mentesnek. (Tamper resistance).

eRendelkezésre dllds: gyakran elfeledett része a biztonsdgnak, kart lehet okozni azzal
is, ha csak mikodésképtelenné vdlik eqy rendszer (Denial of Service), kiilénésen fontos
,biztonsdgkritikus” rendszerekben, ahol emberélet fiigghet a rendelkezésre dlldastol.

A harom tulajdonsagot kilon-kiilon kell vizsgalni, nem feltétlen kovetkezménye egyik
a masiknak (pl. egy digitalis alairdssal ellatott levél garantalhatja a sértetlenséget, de
ha nincs titkositva, akkor nem garantalja a bizalmassagot).



Methods for security

= Cryptography
o For the integrity and
confidentiality of communication

= Platform-level intrusion
detection
o Integrity of the applications

= Network-level intrusion ’ ‘

detection

= Redundancy,
reconfiguration
o For availability

= Authentication, authorization

Integrity

Confidentiality € __ 3 Availability

e Kriptografia: Szikséges eszkOz a sértetlenség és bizalmassag garantaldsahoz, de
onmagaban nem elég.

¢ Platform szint(i behatolas elleni védelem: memariavédelem, futasi szintek, NX bit,
stack ill. heap randomizacié, rendszerhivas monitorozas és korlatozas — olyan
megolddsok, amik hibas alkalmazasok esetén probaljak behatarolni egy tdmadas
hatdsait, OS illetve futtatd hardver szintjén

e Haldzati behatolas elleni védelem: cim alapu sz(irések, tlizfalak, forgalom
megfigyelés, rogzités, gyanus forgalom beazonositasa — mindharom biztonsagi cél
esetén sziikség lehet rajuk, tamadas hatasait haldzat szintjén probalja behatarolni
e Redundancia, Ujrakonfiguralds: véletlen meghibasodas vagy tdmadas esetén a
mUikodGképesség fenntartasa vagy helyreadllitasa. A hibatdlrési mechanizmusok
sértetlenséget (Integrity) tételeznek fel.

* Hitelesités, engedélyezés: err6l fog széIni a most kovetkezé elGadas



Who is “authorized”?

Authorization
Authentication « What do | have
e Whoam I? access to?
¢ Am | really that? ¢ What can | do

with it?




= Short security introduction

= User management, authentication
o UNIX, Linux
o Windows

= Authorization

o General methods
* Role-based access control

* Access control lists
o Authorization on UNIX/Linux

o Authorization on Windows




Authentication

= How can be the identity of the user decided?
o ...knows (e.g. password)
o ...has (e.g. keycard, security token)
O ...is (e.g. biometric, fingerprint)

= A (non-compromised) machine can decide the
identity of the user using these methods

o But what if the machine is compromised?

o What to do with machine-machine communication?




Authentication

= Authentication on 3 levels:

o Human—machine interaction
o Machine—machine interaction over network
o Between processes inside an OS

= Authentication protocols are needed

o Machine—-machine only the “knows” principle

o But complex cryptographic primitives can be used

Operdacids rendszer esetén protokollnak tekinthet6 az API, a folyamatok azonositasa,
hozzatartozé engedélyeinek kezelése. Tagabb értelemben véve az OS szolgaltatasa
lehet, hogy hitelesitéssel garantdlja a ra telepitett programok sértetlen allapotat
(alairasok ellenGrzése), OS szintl szolgaltatds lehet még a haldzati kapcsolatok
hitelesitése, bizalmassaganak garantalasa is (pl. SSL konyvtar). Ez értelmezés kérdése.



What is a user account?

User

+ 1D
+ Name
+ Real Name

+ Personal data...
+ Shared Secret
(Password, etc.)
+ Private
Datastore path

For the system, the user is an object...
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What is a user account?

* Unigue identifier for an account
o Linux, UNIX: UID (integer, root 0, users 1000-...)

= Further attributes of an account
o Stored in /etc/passwd, /etc/shadow, /etc/groups

o Examples
* Login name
* Password

* Home directory
* Default shell
* Real name...
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DIH\/[6B User account on Linux

= Stored in the following files:
o /etc/passwd
o /etc/shadow
o /etc/group
= Create, delete, modify
o useradd, usermod, userdel

o groupadd, groupmod, groupdel
o passwd

+ Egy kis ismerkedés a man oldalakkal!
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-Meglehetbsen ritkan haszndlt funkcié a csoporthoz hozzarendelt jelszd, de van ilyen
is.

User account on Linux

User Initial group Group

+UID N + GID

+ name + name

+ password (+ password)
+ shell

+ home directory

members

+ comment
+ expiry date
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»]a\% (6B Process identity

= |dentifying the identity of a process
ops aux, pstree, /proc/$PID/status

= Changing effective user and group runtime
o setuid, setgid

o su, sudo
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Authentication on Linux

= Between machines (e.g. ssh)
o User name / password
o Private / public key
o Individuality?

ssh-rsa
AAAAB3NZaClyC2EAAAABIWAAAQEAXNZQUYFFFOGPDTS5GPN
6wxABB/nbRynaBMqy8dlY3ew3z
+bBucyqgévxlez/Lzirm7 6wcIeAj6DRI9wNUUUMIr FCUUTR
D6ejDNe8xqrMuF9RI2+tmkCKzmiTHqQyAQuh8KLZY17psFz
vqiYkuNEVomuwk jd/GSknl3TDtvykLDMg3wrQ
+eNd8QqQqI2L jucTTgOEgOoVIf8MECT vrX3cKFeaoMmwAhkghu
OEbCDmMXVWXgSRxWdhYCPptFBOsxXxrdBKpOVSREroAFgItho
qudeEuob?2t81SjqHzqukLbOPVjTgNHd4Hn3fV4DNw1
uIwmPpfro7feAaIdxi8Nwhal8f66xR2w==
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= Short security introduction

= User management, authentication
o UNIX, Linux
o Windows

* Authorization

o General methods
* Role-based access control

* Access control lists
o Authorization on UNIX/Linux

o Authorization on Windows

16



Authorization in general

Protected objects

Securlty

Actor, Subject Data structure

of actor

Actor is

Permissions are a relationship
represented by a

between actors and protected
objects

data structure
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Executing operations

Read(Datal)

enforccment

point
approved T Datal
policy
decision (--/
polnt
T % Data2

‘//

Resource 3

» A szerepl6k miiveleteket kezdeményeznek

e A miveletek kontextusa tartalmazza a szerepl6 azonositojdt, a célobjektumot és az
elvégzendd miivelet fajtdjat

* A jogosultsagi donté komponens kiértékeli a kontextust, engedélyezi vagy megtiltja

a miveletet
* A jogosultsagi végrehajto komponens biztositja, hogy a dénté dltal hozott déntés

érvényre jusson



General concepts

= Actors initiate operations

* The context of the operation includes the
identifier of the actor, the protected object and
the type of operation

= The policy decision component evaluates:

o approves or denies the operation

= The policy enforcement component assures that
the result is enforced
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Challenges in authorization

= There are many actors in the system

o Moreover: different systems identify the users
differently

= There are many protected objects

* The whole relationship:
o (Actors) X (Objects) X (Types of operation)

o This is called access matrix

o It is unmanageable, the whole matrix is huge!

20



Categorizing authorization methods

Compulsoriness

System level
Authorization
. Level
categories
Integrity
- —

Types

Access control
lists

A csoportositds esetleges, rengeteg egyéb szempont van természetesen.




Category: Compulsoriness

= Classical concepts (US DoD standard)

= Mandatory
o security policy is managed centrally
o users cannot change the policy

= Discretionary
o the owner of the resource can change the permissions
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Category: type

* |ntegrity control
o Labeling objects
* Integrity level: high — low, public — secret

o Typical validation:
* lower level actor cannot read a higher level object

o Bell-LaPadula (confidentiality) and Biba (integrity)

»,No read up” »,No write up”

,No write down” ,No read down”
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Category: type

* |ntegrity control
o Labeling objects
* Integrity level: high — low, public — secret

o Typical validation:
* lower level actor cannot read a higher level object

o Bell-LaPadula (confidentiality) and Biba (integrity)

= Access control lists

o object — (actor, permissions)
* Permission: read, write, execute...

24



Access control lists

<
+0P1()

+0P2()

: Permission Protected object
Access mask: contains

the operations the

permission is defined
{e]g




Access control lists

A permission can be defined
for a set of objects

<
+0P1()

+ 0P2()
Protected object

Actor Permission

Sometimes the

ordering is also
defined




Role-based Access Control (RBAC)

Role makes
defining actors
hierarchically
possible

Actor Role Permission Protected object

The number of

permissions can be
greatly reduced

27
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Hierarchy between objects

If thereis a
hierarchy between
objects...

+ mask
+inherit

Protected object

...a permission

can be defined

for a subtree of
objects using
inheritance
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Group membership is a
method for
implementing RBAC

memberOf

+ Name
(+ Purpose...)
(+ Shared Secret)
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= Short security introduction

= User management, authentication
o UNIX, Linux
o Windows

= Authorization

o General methods
* Role-based access control

* Access control lists
o Authorization on UNIX/Linux

o Authorization on Windows
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POSIX file system permissions

= Basic concepts
o Actor: user
o Hierarchy of actors: group
o A user can be member of several group
o A group can contain several user
o Group cannot contain an other group
= Permissions
o 3x3 bit: read, write, execute (entering a directory)
* First 3: for the owner of the object
* Second 3: for the group of the object
* Third 3: everyone else
o Special bits:
* setuid, setgid: when running changes the uid, gid to the owner
* sticky: sets the owner of new objects
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BIS\/[OR Linux permissions

= Changing owner: chown
o can be executed only by the root
* Changing permissions: chmod
o Only allowed to the owner of the object

o Several styles for permissions:
* 4 octal numbers

* Changing e.g.: u+x (add execute for user),
g-w (remove write for group)

= Listing:
ols -1
ols -1 -n
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Other privileges

= Root has special privileges:
o Can set real-time class scheduling
o Can access 1/0 devices directly (!)
o Can listen on TCP ports below 1024

o Can change kernel parameters, load kernel module,
etc.

@ s
= But this also should be modifiable

o Principle of least privileges

o Method: POSIX Capabilities (method for assigning
global system-level privileges)

Capability: /usr/src/linux/include/linux/capability.h
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