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Szerviz diaghosztika

= Altaldban az un. OBD csatlakozdn keresztil

o A szabvany csak azt irja le, hogy a vezetdulésrdl
kdnnyen elérhetdnek kell lennie.
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= Hagyomanyos kommunikacio
o 2008 utan mar kotelezé a CAN alapu.
o Sokszor keverik a LIN-nel.
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K-Line fizikai réteg

= Hasonlo a LIN-hez.

= USART-alapu, fixen 10,4 kbaud-rol indul, de felmehet
250 kbaud-ig
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KWP 2000 protokol

= K-Line feletti diagnosztika
o Nagyon hasonlit a kés6bb bemutatando UDS-hez.
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UDS (Unified diagnostic services) over

CAN
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Felhasznalt irodalom

= Controller Area Network (CAN)
o ISO 11898

* Unified diagnostic services (UDS)
o ISO 14229

= Diagnostics on Controller Area Networks (CAN)
o 1SO 15765-1 Overview
o ISO 15765-2 Network Layer services

o ISO 15765-3 Implementation of unified diagnostic
services (UDS on CAN)
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Diagnosztikai protokollok OSI rétegei

Application Diagnestic application

1ISO 14225-1
Unified diagnostic services (UDS)
Part 1. Specification and requirements

Application Layer
pprication taye S0 157653

Diagnostics on CAN
Part 1. Implementation of unified diagnostic

services (UDS)

ISO 15765-2

Network layer Diagnostics on CAN
Part 2: Network layer services
]

ISO 11898-1
Data link layer Controler Area Network {CAN)

Part 1: Data link layer and physical signalling
]

, User defined
Physical layer (e.q. 1S0 11898-2/-3)

|
!
Physical media
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Az ISO 15765 szabvany célja

= K6zos kommunikacids feltletet nyujtson a CAN-en
keresztuli diagnosztikahoz

= Kiszolgaljon mas, CAN alapu protokollokat,
amelyeknek halozati rétegre van sziikséeguk

= Specifikalja a karosanyag-kibocsatas mérésének
feltletét (OBD)
o ISO 15765.4

o ISO 15765.5
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ISO 15765-2 Network layer services
= ECU-ECU, ECU-Tester kommunikacio

= Szegmentacio biztositasa, ha nem fér bele az adat
egy CAN keretbe.

o Max 4095 byte elkuldése egy service-ként

" A szegmentacio elfedése a felhasznalo eldl
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ISO 15765-2 Network layer protocol

= Uzenetek kiildése 4095 byte-ig

= Single frame transmission

o 7, kibOvitett cimzés esetén 6 adatbyte-ig
o Neve: SF N_PDU (Single Frame Network Protocol Data Unit)

[ Higher Layer of ‘ ’ Higher Layer of ‘

the Sender the Receiver
N_SDU with 6/7 N_SDU with 6/7
| dafta byfes | \_ dafta byfes J
Transmission
fo peer entity
SF N_PDU ! — ! SF N_POU
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ISO 15765-2 Network layer protocol

= Segmentalt Gzenetek
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ISO 15765-2 Network layer protocol

= A kuldés menete

o FF N_PDU tartalmazza a kiildendé tizenet hosszat

o A CF N_PDU-k sorszamozva vannak az 6sszerakast
megkodnnyitendd

o A FC N_PDU segitségéevel a fogado a kovetkezbket
allithatja be:

* BlockSize: A kuldé altal egyszerre kildheté CF N_PDU-k
szama, a blokkokat FC N_PDU-k hataroljak.

e SeparationTimeMin: Két CF N_PDU kozo6tti varakozasi idd.
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ISO 15765-2 Network layer PDU-k

o 4 kulénb6z6 PDU
* Single Frame SFN_PDU
* First Frame FF N_PDU

* Consecutive Frame CF N_PDU
* Flow Control FCN_PDU

o Az N PDU-k felépitése

N_PDU format

Address Information Protocol Control Information Data Field

N_Al N_PCI N_Data
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N _PCl Protocol Control Information (1-3 byte hosszu)

Summary of Protocol Control Information (N_PCI) bytes

Network Protocol Control Information (N_PCI) bytes
Byte #1 Byte #2 Byte #3
N_PDU name Bits 74 Bits 3-0
SingleFrame N _PCltype =0 SF DL N/A N/A
FirstFrame N_PCltype = 1 FF DL N/A
ConsecutiveFrame N_PCltype =2 SN N/A N/A
FlowControl N_PCltype =3 FS BS STmin

o SF_DL: A single frame hossza: 1-6 (7) byte (7 csak normal cimzés esetén)
o FF_DL: 12 bit hosszu mez6 értéke: 7 (8) — FFF

o SN: Sequence Number paraméter: FF SN-je 0 (nincs benne az tzenetben), az sszes tobbi
CF inkrementalisan néveli a mez6 értékét. 15-nél atcsordul és Ujra 0-rdl indul.

FS: Flow Status: ContinueToSend (0), Wait (1), Overflow (2)
BS: 01-FF a vevd altal egy blokként fogadni képes CF-ek szama
o STmin: Separation Time minimum:

* 00— 7F SeparationTime (STmin) Range: 0 ms — 127 ms
* F1-F9 SeparationTime (STmin) Range: 100 ps — 900 pus

- Méréstechnika és
© BME-MIT 2023. Informacios Rendszerek 1 5

O O

Tanszék




N PDU-k elhelyezése CAN Uzenetekbe

= Az N_PDU-k tobbfajta cimzést hasznalhatnak
o Normal, Extended, Mixed

= Ezek kilonb6zb szamu byte-ot igényelnek
o Mashogy képzddnek le CAN uUzenetekkée

= Kilon mechanizmus a 11 bites és 29 bites CAN
azonositokhoz

o 11 bit: Ugyanugy dedikalt cim, mint a CCP

o 29 bit: A specialis cimkiosztas, a halozati cimek
belekddolva a 29 bitbe
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Normal cimzés N PDU-k CAN Utzenetekben

Mapping of N_PDU parameters into CAN frame - Normal addressing

N_PDU type CAN Identifier | CAN frame data field
Byte1 |Byte2| Byte3 |Byte4 | Byte 5 | Byte 6 | Byte 7 | Byte 8
SingleFrame (SF) N Al N _PCI N Data
FirstFrame (FF) N_Al N_PCl N_Data
ConsecutiveFrame (CF) N Al N_PCI N Data
FlowControl (FC) N_Al N_PClI N/A
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1ISO 14229 Unified diagnostic services

1ISO 15/765-3 UDS on CAN

Application Diagnostic application

ISO 14229-1
Unified diagnostic services (JUDS)
Part 1. Specification and requirements

Application layer
PRicerion taye 150 157653

Diagnostics en CAN
Part 1. Implementation of unified diagnestic
services (UDS)

ISO 15765-2
Network layer Diagnostics on CAN

Part 2: Network layer services

SO 11898-1
Data link layer Confroler Area Netwark (CAN)
Part 1. Data link layer and physical signalling

. User defined
Physical layer (e.g. 150 11898-2/-3)

Physical media
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1ISO 14229 Unified Diagnhostic Services

ISO 14229 Road vehicles -
Diagnostic services
Part 1: Specification and
requirements

\, 7
{ - 4 h! ’ A s N s oY
Future: Future: Future:
. :2g?cf:éiisl?oad Diagnostics on Diagnostics on Road vehicles - On
Dhucmoutics: oe CAN Wireless LAN - lexRay - board diagnostics
Parstl3' UDS on CAN Implementation of Implementation of (WWH-OBD) - -
' diagnostic services diagnostic services implementation
\ J \ J \ J \ J \ J
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ISO 14229 Service ID-k

Service identifier Service type Where defined
(hex value) (bit 6)
00-0F OBD service requests 1SO 15031-5
10 - 3E ISO 14229-1 service requests SO 142291
aF Not applicable Reserved by document
40 - 4F OBD service responses ISO 15031-5
50 -TE SO 14229-1 positive service responses SO 14229-1
TF Negative response service identifier ISO 14229-1
a0 Not applicable Reserved by 1SO 14229-1
81-82 Not applicable Reserved by ISO 14230
83 -88 IS0 14229-1 service requests SO 14229-1
89 - 9F Service requests Reserved for future expansion as needed
A0 -B9 Service requests Defined by vehicle manufacturer
BA - BE Service requests Defined by system supplier
BF Not applicable Reserved by document
Cco Not applicable Reserved by 1ISO 14229-1
C1-C2 Not applicable Reserved by IS0 14230
Ci-C8 I1SO 14229-1 positive service responses SO 14229-1
C9-DF Positive service respanses Reserved for future expansion as needed
EO-F9 Positive service responses Defined by vehicle manufacturer
FA-FE Positive service responses Defined by system supplier
FF Not applicable Reserved by document

© BME-MIT 2023.
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S ID-k: Diagnostic and Communication

Management Functional Unit

Diagnostic service name Service Id sub-function suppressPosRspMsgindication
(1ISO 14229-1) value (hex) supported Bit=TRUE ('1')
(no response) supparteda}
Diagnostic and Communication Management Functional Unit
DiagnosticSessionControl 10 WS Yes
ECUReset 11 WES WES
SecuntyAccess 27 WS Yas
CommunicationContral 28 a5 Yas
TesterPresent IE WS Yas
securedDataTransmission &4 - MFA
ControlDTCSetting 85 WS Yas
ResponseOnEwvent 86 Yas Yas
LinkControl a7 WS Yas

© BME-MIT 2023.
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DiagnosticSessionControl (10 hex) service

" Az egyes sessionokben eltérd funkciokat
implementalhatnak.

= Egyszerre csak egy diagnosztikai session lehet aktiv.

= Megkotések tehetdk arra, hogy egy diagnosztikai
sessionbe ki lépjen be.

o Pl.: csak a 0x45 |léphet be az extended diagnostic session-

be.
= Sok védet adat, funkcid nem elérhet6 a default
sessionben.
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A default sessionben elérhetd service-ek (nem teljes)

DiagnosticSessionControl - 10 hex X

ECUReset - 11 hex X

SecurityAccess - 27 hex N/A
CommunicationControl - 28 hex N/A
TesterPresent - 3E hex X

AccessTimingParameter - 83 hex N/A
SecuredDataTransmission - 84 hex N/A
ControlDTCSetting - 85 hex N/A
ResponseOnEvent - 86 hex X"
LinkControl - 87 hex N/A
ReadDataByldentifier - 22 hex X
ReadMemoryByAddress - 23 hex X
ReadScalingDataByldentifier - 24 hex X
ReadDataByPeriodicldentifier - 2A hex N/A
DynamicallyDefineDataldentifier - 2C hex X"
WriteDataByldentifier - 2E hex X
WriteMemoryByAddress - 3D hex x"
ClearDiagnosticinformation - 14 hex X

© BME-MIT 2023.

2,3 megjegyzeés:
Egyes teruletek
védhetdveé tehetok,
és igy nem
elérhetdk a default
session-ben.
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SecurityAccess (27 hex) service

= Biztonsagi, karosanyag-kibocsatasi szempontbdl védett
funkciok eléréséhez, adat-, program-feltoltéshez, letoltéshez
= Seed-Key hozzaférés
o A kliens kér egy seedet.
o A szerver ad.
o Akliens elkuldi a seednek megfelel6 key-t.
o A szerver megmondja, hogy jo volt-e a key.

= Prébalkozasi id6, probalkozasi szam korlatozhato.
= Tobb biztonsagi szint is megadhato.
= Veédett szolgaltatasokhoz vald hozzaférés sorrendje:

o DiagnosticSessionControl service
o SecurityAccess service
o Secured diagnostic service
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Data Transmission functional unit

Service Description

ReadDataByldentifier The client requests to read the current value of a record identified by a provided
dataldentifier.

ReadMemoryByAddress The client requests to read the current value of the provided memory range.

ReadScalingDataByldentifier The client requests to read the scaling information of a record identified by a provided

dataldentifier.

ReadDataByPeriodicldentifier The client requests to schedule data in the server for periodic transmission.

DynamicallyDefineDataldentifier The client requests to dynamically define data Identifiers that may subsequently be read by
the readDataByldentifier service.

WriteDataByldentifier The client requests to write a record specified by a provided dataldentifier.

WriteMemoryByAddress The client requests to overwrite a provided memory range.

Tanszék
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Stored Data Transmission functional unit

Service Description

ClearDiagnosticinformation Allows the client to clear diagnostic information from the server (including DTC's, captured
data, etc.)

ReadDTClInformation Allows the client to request diagnostic information from the server (including DTC's, captured
data, etc.)
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Upload Download functional unit

Service

Description

RequestDownload

The client requests the negotiation of a data transfer from the client to the server.

RequestUpload The client requests the negotiation of a data transfer from the server to the client.
TransferData The client transmits data to the server (download) or requests data from the server (upload).
RequestTransferExit The client requests the termination of a data transfer.
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Egy lehetséges

eszkozkészlet

= NI Automotive Diagnostic Command Set
o CAN alapu diagnosztika LabVIEW-hoz

o KWP2000 és UDS példak
o Példakhoz, gyakorlashoz ECU szim

ulator

Data out] [Datain]
Fug] [ us

Baudrate |500000 %%1 B[ ki} IEE
[Tranamit D512 ——
|Receive D513

long ndReadStatu=s0fDTC |

9 BME-MIT 2023.

TD1 *diagRef. =
unsigned =’ = :
TD3 *DTCD [ <
TD4 DTCs [\ N Sl
long *len, - He
LVBoolean *success %
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NI Automotive Diagnostic Command Set

= Tajekoztato arak
o NI Automotive Diagnostic Command 223.900 Ft

o NI USB-8473, 1 Port High-Speed, USB CAN
Interface

* 107.900 Ft

* 161.900 Ft
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