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A diagnosztikai protokollok helye és szerepe az

életciklusban
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A diagnosztikai protokollok helye és szerepe az

életciklusban
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A diagnosztikai kommunikaciok célja

= ECU megfigyelése:
o Folyamatos adatgydjtés
o Polling alapu adatgydjtés
= ECU vezérlése
o Adatok, konstansok, kalibracios adatok megvaltoztatasa

= ECU programmemoria frissitése
= Az ECU hibatarolojanak kezelése

o Lekérdezés
o Torlés

* Felhasznald azonositasa

- Meéréstechnika és
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Diagnosztikai kommunikacié

szerepe a fejlesztési tesztelésnél
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Tipikus fejlesztesi tesztkornyezet sziirke és
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CCP (CAN Calibration Protocol)
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CCP (CAN Calibration Protocol) bevezet6

" Fejlesztéstamogatas a fo cel, nem a szerviz
diagnosztika

" Eredetileg Bosch, Intel (1992) kés6bb atvette a
specifikacio fejlesztését az ASAP

= CAN Calibration Protocol Version 2.1

o 1999
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CCP architekturaja

= Master-Slave elrendezés
= Keétfajta Uzenettipus

o Generic Control Commands Master
o Data Acquisition Commands device
CAN
Slave Slave Slave
device device device

Configuration of Master and Slave devices

b . Méréstechnika és
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CCP Uzenet tipusai

= Két alap Gzenettipus
o Command Receive Object : CRO (Master/Teszter parancs)

o Data Transmission Object : DTO
e ECU valasz: Command Return Message
* Event Message (Az ECU belsd allapotvaltozasara hivja fel a figyelmet)
* Data Acquisition Message

b . Méréstechnika és
=t i © BME-MIT 2023. Informacids Rendszerek 1 5

Tanszék



CCP Uzenet tipusai

CCP Master (Calibration tool)

CCP driver
A A
CAN  (cro) (DTO) (DTO
Y
Command DAQ

processor ] processor

T 111

CCP Slave (ECU)
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Command Receive Object : CRO

= Mindig 8 byte-os CAN uUzenet

Position Type Description

0 =byte =command code = CMD

1 byte command counter = CTR

2.7 bytes command related parameter and data area

byte 0 1 2 3 4 5 6 7
|CMD |CTR | | | | |

[ollnl
......

Parameter and data field

- Meéréstechnika és
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Data Transmission Object DTO

= Mindig 8 byte-os CAN uzenet

Position Type Description
0 byte data packet ID = PID
1-7 byte data packet

= A Packet ID jelentése

PID Interpretation Note
OxFF DTO contains a Command Return Message
OxFE DTO contains an Event Message CTRis don't care
0 <n<0xFD |DTO contains a Data Acquisiton Message see chapter
corresponding to ODT n 'Descriptions of
Commands'

© BME-MIT 2023.
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Data Transmission Object DTO folytatas

" Command Return és az Event Messages formatuma

byte 0 1 2 3 4 5 6 7
PID | ERR | CTR

Parameter and Data Field

ERR: Command Return-/ Error Code.
CTR: Command Counter as received in CRO with the last command.

= Data Acquisiton Messages formatuma

o A PID egyben a megfelel6 ODT (Object Desciptor Table) is
jelenti

Data Field (DAQ values)

- Meéréstechnika és
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Data Acquisiton tablazatok

= A DAQ uzenetekben az egyes ODT listakban megadott adatokat
kildjuk el. PID azonositja az ODT listat

= Az ODT (Object Descriptor Table) lista egy memorialeképezés

ECU
memory

Element

Element

Element

Element

Element

Element

oDT

ODT List organization

0 address,length

1 address length

2 address length

3 address length

4 address length

5 address length

6 address length

y DAQ-DTO

[PD]O0|1]2]3]4[5]6|

DAQ-DTO consists of
PID and up to 7 data elements

Tl
......

© BME-MIT 2023.
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Data Acquisiton tablazatok

ECU | o
memory ODT List organization
ODT
Element |4————® |0 addresslength
P 1 address,length | _—
Element |4— 2 address length \.|
Element 3 address length '|'
4 address length ‘I
5 address,length
6 addresslength |
lI
Element / vy DAQ-DTO
Element x PDJo[1[2]3[4]5
Element DAQ-DTO consists of
PID and up to 7 data elements

) BME-MIT 2023.
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Data Acquisiton tablazatok

= ODT sorszama 0 — OxFD
= Egy DAQ lista tobb ODT listat tartalmaz

DAQ List #0

ODT #2 | 0 address,length

A_addeaaatongth
ODT #1 | O address length ngth

A cddeacnal
ODT #0 |0 address,lengthengtr ngth
ngth

address length

address length ngth

address length ngth PD=1l0| 1|21 3| 4|5 6
address length
address length
address length

ngt
ngth
ngt
ngth
ngth PD=0| 0| 1] 2| 3|4 | 5|6

PD=2| 0 | 1|2 | 3|4 |5| 68

O || =

DAQ list with 3 ODT lists and the 3 DAQ-DTOs
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CCP parancsok

Command Code TimeOut to |Remark
ACK [ms]

CONNECT 0x01 25

GET_CCP_VERSION 0x1B 25

EXCHANGE_ID 0x17 25

GET_SEED 0x12 25 optional command
UNLOCK 0x13 25 optional command
SET_MTA 0x02 25

DNLOAD 0x03 25

DNLOAD_6 0x23 25 optional command
UPLOAD 0x04 25

SHORT_UP 0x0F 25 optional command
SELECT CAL PAGE 0x11 25 optional command
GET_DAQ_SIZE 0x14 25

SET_DAQ_PTR 0x15 25

WRITE_DAQ 0x16 25

START_STOP 0x06 25

DISCONNECT 0x07 25

SET_S_STATUS 0x0C 25 optional command
GET_S_STATUS 0x0D 25 optional command
BUILD_CHKSUM Ox0E 30 000 optional command
CLEAR_MEMORY 0x10 30000 optional command
PROGRAM 0x18 100 optional command
PROGRAM 6 0x22 100 optional command
MOVE 0x19 30 000 optional command
TEST 0x05 25 optional command
GET ACTIVE CAL PAGE 0x09 25 optional command
START_STOP_ALL 0x08 29 optional command
DIAG_SERVICE 0x20 500 optional command
ACTION_SERVICE 0x21 5000 optional command

© BME-MIT 2023.

Méréstechnika és
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CCP

hibakodok

Code | Description Error State transition to
category
0x00 | acknowledge / no error -
0x01 | DAQ processor overload CO
0x10 |command processor busy C1 NONE (wait until ACK or timeout)
0x11 | DAQ processor busy C1 NONE (wait until ACK or timeout)
0x12 |internal timeout C1 NONE (wait until ACK or timeout)
0x18 | key request C1 NONE (embedded seed&key)
0x19 | session status request C1 NONE (embedded SET_S_STATUS)
0x20 | cold start request C2 COLD START
0x21 |cal. data init. request C2 cal. data initialization
0x22 | DAQ list init. request C2 DAQ list initialization
O0x23 | code update request C2 (COLD START)
0x30 [ unknown command C3 (FAULT)
0x31 [command syntax C3 FALI'T
0x32 | parameter(s) out of range C3 Category | Description Action
0x33 |access denied C3 timeout no handshake message retry
0x34 |overload C3 C0 warning -
Ox35 |access locked C3 C1 spurious (comm error, busy, ...) wait (ACK or timeout)
0x36 | resource/function not available |C3 C2 resolvable (temp. power loss, ...) reinitialize
C3 unresolvable (setup, overload, ...) terminate
- Méréstechnika és
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CCP Implementacié

= Vector CCP implementacio szabadon letolthetd
= Kis programmemoria, adatmemoria igény méret
o 6Kbyte Flash
o 200byte RAM

= Konnyen protolhaté 3 CAN kommunikacios fliggveny
o ccpSend
o ccpSendCallBack

o ccpCommand

» Hozzarakhato plusz funkcionalitas
o ccpDaq adatgydjtés
o EEPROM iras, olvasas

= Nem tartalmaz

o Flash-elést
o Tobb byte-os adatok direkt kezelését

- Meéréstechnika és
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CCP Pelda

= ECU 0Ox112 CAN ID-n varja a parancsot, 0x111 CAN ID-n
valaszol

= Elso Iépés kapcsolatfelvétel CONNECT (1-es parancs)

Position Type Description
0 byte Command Code = CONNECT 0x01
1 byte Command Counter = CTR
2 word station address (Intel format)
4.7 bytes don't care
Example

The master device sends a CONNECT CRO to the slave device with the station address
0x0200. The command counter CTR currently is 0x45:

byte 0 | 2 3 4 5 6 7
0x01 | Ox45 | 0x00 | 0x02 | -- - = -

The slave device answers with a DTO containing ACKNOWLEDGE (0x00) and the CTR of
the CRO:

byte 0 | 2 3 4 5 6 7
OxFF | 0x00 | Ox45 | -- -- - o -

- Meéréstechnika és
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CCP Példa

= Masodik lepés a DAQ lista lekérdezése

o Get Size of DAQ list 0x14

Position Type Description

0 [byte [Command Code = GET_DAQ_SIZE 0x14
1 byte Command Counter = CTR

2 byte DAQ list number (0,1,...)

3 byte don't care

4.7 unsigned long CAN Identifier of DTO dedicated to list number
o Valasz

Position Type Description

0 byte Packet ID: OxFF

1 byte Command Return Code

2 byte Command Counter = CTR

3 byte DAQ list size (= number of ODTs in this list)
4 byte First PID of DAQ list

Vel bytes don't care

© BME-MIT 2023.
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Informaciés Rendszerek 27
Tanszék '




CCP Pelda

= Masodik lépés a DAQ lista lekérdezése

The PID of a specific ODT of a DAQ list is determined by:

PID =First PID of DAQIlist+ ODT number

Example

The master device sends a GET_DAQ_SIZE CRO to the slave device. The command
counter CTR currently is 0x23, the DAQ list number is 0x03 with the ID 0x01020304.

byte 0 1 2 3 4 5 6 7
0x14 | 0x23 | 0x03 | -- ] 0x01 | 0x02 | 0x03 | 0x04

The slave device answers with a DTO containing ACKNOWLEDGE (0x00), the CTR of the
CRO, the first PID=0x08 and the list size 0x10 (10 ODT with up to 7 elements each)

byte 0 1 2 3 4 5 6 7
OxFF | 0x00 | 0x23 | 0x10 J 0x08 | - -- --

Tanszék
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CCP Pelda

" Harmadik lépés a DAQ lista irasahoz beallitani a

mutatot

o Set DAQ list pointer 0x15

Position Type Description
0 byte Command Code = SET_DAQ_PTR 0x15
1 byte Command Counter = CTR
2 byte DAQ list number (0,1,...)
3 byte Object Descriptor Table ODT number (0,1,...)
- byte Element number within ODT (0,1,...)
L 4 bytes don't care
o Valasz
Position Type Description
0 byte Packet ID: OxFF
1 byte Command Return Code
2 byte Command Counter = CTR
= I § bytes don't care

[ ]
© BME-MIT 2023. I.h.l.l.
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CCP Pelda

= Harmadik lépés a DAQ lista irasahoz beallitani
a mutatot

Example

The master device sends a SET_DAQ_PTR CRO to the slave device. The command
counter CTR currently is 0x23, the DAQ list number is 0x03, the ODT number is 0x05 and
the element number addressed is 0x02.

byte 0 1 2 3 4 5 6 7
0x15 | 0x23 | 0x03 | Ox05 ) Ox02 | -- - -

The slave device answers with a DTO containing ACKNOWLEDGE (0x00) and the CTR of
the CRO:

byte 0 1 2 3 4 5 6 7
OxFF ] Ox00 | Ox23 | -- - -~ - =

Next the command WRITE_DAQ is used to set the data elements in the selected ODT.

Tanszék

- Meéréstechnika és
© BME-MIT 2023. Informacids Rendszerek 30



CCP Példa

"= Negyedik |épés felvenni egy elemet a DAQ listaba
o WRITE_DAQ 0x16

Position Type Description
0 byte Command Code = WRITE_DAQ 0x16
1 byte Command Counter = CTR
2 byte Size of DAQ element in bytes {1, 2,4}
3 byte Address extension of DAQ element
4.7 unsigned long Address of DAQ element
o Valasz

Position Type Description

0 [byte [Packet ID: OXFF

1 byte Command Return Code

2 byte Command Counter = CTR

3.7 bytes don't care

Tanszék
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CCP Pelda

= Negyedik |épés felvenni egy elemet a DAQ
listaba
Example

The master device sends an WRITE_DAQ CRO to the slave device. The command counter
CTR currently is 0x23, the size of the DAQ element is 0x02 bytes, the address extension is
0x01 and the 32-bit address is 0x02004200.

byte 0 1 2 3 4 5 6 7

1 0x16 § 0x23 | 0x02 | 0x01 § 0x02 | 0x00 § 0x42 } 0x00

The slave device answers with a DTO containing ACKNOWLEDGE (0x00) and the CTR of

the CRO:
byte 0 1 2 3 4 5 6 7
| OxFF | Ox00 | 0x23 — | — . - -

Tanszék
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CCP Pelda

= Otodik 1épés elinditani az adatgydjtést
o START_STOP 0x06
e 0x00 stops specified DAQ list, Ox01 starts specified DAQ list

Position Type Description
0 byte Command Code = START_STOP 0x06
1 byte Command Counter = CTR
2 byte Mode : start / stop / prepare data tranmission
3 byte DAQ list number

4 byte Last ODT number
5 byte Event Channel No.
6,7 word Transmission rate prescaler

/’
o Valasz

Position Type Description

0 byte Packet ID: OxFF

1 byte Command Return Code

2 byte Command Counter = CTR

3.7 bytes don't care

© BME-MIT 2023.
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CCP Pelda

= Otodik [épés elinditani az adatgydjtést

Example

The master device sends a START_STOP CRO to the slave device. The command counter
CTR currently is 0x23, the start/stop byte is 0x01 (start), the DAQ list number is 0x03and

the packet number to transmit is 0x07. The ECU shell use the event-channel 0x02 with a
prescaler of 1 (motorola-format).

byte 0 1 2 3 4 5 6 7
1 0x06 | 0x23 | 0x01 | 0x03 | 0x07 | 0x02 | 0x00 | 0x01 |

The slave device answers with a DTO containing ACKNOWLEDGE (0x00) and the CTR of

the CRO:
byte 0 1 2 3 4 5 6 7
| OxFF | 0x00 | 0x23 - - - — =

Tanszék
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CCP Profi alkalmazasok

= Vector CANape
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CANape ajanlott fejlesztési folyamat

MATLAB/Simulink

}

Real-Time Workshop

Model
A2L

Compiler
Linker
|

1/0 |\

Standard PC
WIN32

CANape

Standard PC
WIN32

O BME-MIT 2023.
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XCP (Universal Measurement and Calibration

Protocol)

= X a kulonféle adatkapcsolati megoldasokat szimbolizalja

XCP

CAN |TCP/IP |UDP/IP| USB

L. - Méréstechnika és
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Az XCP tulajdonsagai

= XCP alap tulajdonsagok
o Szinkron Adat olvasas/gyijtés
o Szinkron Adat irds/megvaltoztatas
o Online memoria kalibracid
o Kalibracios memoria inicializacio és valtas
o Flash Programozas

= XCP opcionalis tulajdonsagok
o Blokkos kommunikacio
o Interleaved kommunikacios mod
o Dinamikus adat transzfer konfiguracio
o ldébélyegezett adat transzfer
o Adat transzfer szinkronizalasa
o Az adatmenedzsment prioritizalasa
o Atomikus bit modification
o Bit alapu adat valtoztatas

Méréstechnika és
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Szinkronizalt adatatvitel

= Ugyanaz az alap, mint a CCP-nél

ECU
memory

Element

Element

Element

Element

Element

Element

OoDT

ODT List organization

0 address,length

1 address,length

y

2 address,length

3 address,length

4 address,length

5 address,length

6 address.length

N\

y DAQ-DTO
[PD]o|1]2][3]4]5]8]

[ollnl
......
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Szinkronizalt adatatvitel

= Ugyanugy DAQ listakba rendezve

DAQ List #0

ODT #2 | 0 address,length
4 n.:i:t:nn.n_length
ODT #1 | 0 address.length =
4 ﬁei:l.:ﬂ.n.a_engt gt

ODT #0 | 0 address,length——ength
address.lengt nath

ength

ngt

PID=2| 0 | 1] 2| 3| 4| 5| 6

address,length ength

address.length ngth PID=1l 0ol 11 21 31 4| 51| B
address,length
address,length

adtﬁress.lengt_h

ngth
engt

ngth PID=0)| 0 | 1|2 | 3| 4| 5|6

(w6 - S )

DAQ list with 3 ODT lists and the 3 DAQ-DTOs
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Szinkronizalt adatiras, kuldeés

= Synchronous data acquisition (DAQ)
o Periddikus kuldése az DAQ listaknak csakugy, mint a
CCP-nél
= Synchronous data stimulation (STIM)

o A master (teszter eszkor) elkildi az DAQ listaban
szerepld ODT-k adatait a slave-nek

o A kovetkez6 eventnél a Slave a sajat memoriajaba
frissiti ezeket az adatokat
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Event channels, egyéb kis ujdonsagok

= Konfiguralhato szamu event channel létezik

o Mindegyik event-hez hozza lehet rendelni egy-egy
DAQ listat

o Igy az event hatdsara az automatikusan elkiildédik

= Dinamikusan foglalhato DAQ listak
- FREE_DAQ
» ALLOC_DAQ
* ALLOC_ODT
» ALLOC_ODT_ENTRY

o El6re meghatarozott limitek kozott
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Tovabbfejlesztett tulajdonsagok

= Power-up data

resume mode

transfer (resume )
Master Slave zZ o
d z 3 & o
moae Configure DAQ lists s zw =T 2 5
=] | & =] z w
; [ & 2o, 8 3 ¢
. 0
O A Slave e||ndU|asa START_STOP_DAQ_LIST(Select) 110 1D0 10 110 110 1m0
, [ e—
utan azon nal SET_REQUEST(STORE_DAQ_REQ,ID}
\.L Start of
Storing

= Master — Salve
szinkronizacio I -

< Slave

O G ET_DAQ_C LOC K Go into restart

RESUME mod
R Start in

. o o, 7 EV_RESUME_MODE(ID, timest - RESUME

= DAQ list prioritas PR e
.7 7 Compare |ds
Config valid ?

o Meg tudjék egymést  cafevs? %

|
|

Start DTO(STIM)

szakitani

GET_STATUS

CONNECT
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Advanced tulajdonsagok

= ODT optimizacio
o Allit hato, de er6sen implementacid fiiggs. Meg
lehet adni a tamogatott masolasi méreteket (csak
optimalizacio)
= Bit szint({ stimulacio
o Kildn egyes bitek is allithatoak
o Nem kell el6sz6r kiolvasni és utana
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Online kalibracio

= Sector

O

Fizikai kialakitas leirasa (Flash alapu vezérl6k esetében fontos
az Ujraprogramozas és Flash tartalom valtoztatasnal)

= Segment

O

O
O

Logikai informacio hatar, ami megmondja, hogy a kalibracids
memoria hol talalhaté meg a memoariaban
Page: Egy Segmentnek tobb lapja (Page-e is lehet)

Ugyanaz az adat tartalom mas tulajdonsaggal: érték
read/write property stb.

Az XCP parancsok mindig egy Page-et hasznalhatnak érhetnek
el, és ez az “active PAGE for XCP access for this SEGMENT”

A Salve control algoritmusai mindig csak egy Page informacioit
az “active PAGE for ECU access for this SEGMENT” informacioit
érik el.
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Online kalibracio

= Sector, Segment, Page

¢ XCP access
-
o~ SEGMENT 1 5 SEGMENT 1 SEGMENT 1
x PAGE 0 = PAGE 1 PAGE 2
= 5
L
7y
ECU access T
o
I...
SEGMENT 0 E
PAGE 0 ™| 5
7 L
14 7))
O
l._
O
L
p]
]
14
E T address
O
L
w
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Flash programozas

= Sector
o Hasonldan a kalibracidohoz a fizikai kialakitas
leirasa
" Programozasi folyamat
o Programozas el6tti adminisztracio

o Programozas

o Programozas utani adminisztracio
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XCP CAN felett

"= Cimzés
o Ugy mint a CCP-nél kiilén CTO, DTO CAN ID
o Leiro file-ban tarolhato

= Uzenet szerkezet

o Az XCP lGzenet hossza (DLC) mindig 8 byte, a Fill erre egésziti ki
a keretet

o A maximum csomag hossz a CTO, DTO csomagokra is 8

XCP on CAN Message (Frame)

L -
XCP Packet XCP Talil
XCP Header [ > >
empty for CAN | o5 | | paa | TIMESTAMP DATA Fill
>l - >
Control Field Control Field
empty for CAN for CAN
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XCP UDP és TCP felett

= Cimzeés
o Normal TCP / UDP socket kommunikacio

= Uzenet szerkezet

o LEN: az XCP csomag hossza
o CTR: szamlalé a csomag kiesés, vesztés detektalasara

XCP on Ethernet (TCP/IP and UDP/IP) Message (Frame)
- -
XCP Header XCP Packet
- B o XCP Tail
empty for Ethernet
LEN CTR | PD | s | DAQ TIMESTAMP DATA (TCP/IP and UDP/IP)
| [ | | [ |
- - P <
Control Field Length(LEN) Control Field

empty for Ethernet
(TCP/IP and UDP/IP)

for Ethernet
(TCP/IP and UDP/IP)
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